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NEWS BRIEFS New CHS Password Policy
A new password policy goesinto ef- - Non-dphanumeric (specid) char-

USE OF CHS FACILITIES

TheFnance& Adminigration Cabinet’s
Department of FacilitiesManagement
has procedureswhen vendorsor agen-
cies from outside the Human Re-
sourcescomplex need to sstup displays
or to conduct meetingsincluding those
located in the CHS conferencerooms
and common spaces.

CHS agenciesin the complex should
completetheApplication ToUseCom-
monwedth Fedilitiesformif digolaysare
to be setup, including health screening
inthelobby, or if additional services
are needed such asextrasecurity for
publicmeetings.

Theform can be obtained from John
Mynhier or Steve Yount (564-2640).

TIPOFTHE
WEEK

May isWomen'sHealth Month.
OnMay 1, the CHS Office of
Women'sPhysical and Menta
Healthissued areport onthe
statusof health among Kentucky
womeninaceremony with Gov.
and Mrs. Patton.

For alisting of other events
related to Women'sHealth Month,
goto: http://chs.state ky.us/
womenshedlth/

Click thelink for meetingsand
events.

fect April 30for CHSemployeesinthe
Human Resources Complex to provide
a more secure computer network.
(Medicaid Servicesstaff will bechang-
ing their policy at alater date).

All CHSg&ff inthecomplex havebeen
emalledthepolicy dongwithguiddines
on how to change your
password. Here are the
highlightsof thepolicy:

1. Maximum Password
Agewill be31days.
Thismeansthat the
network will require
each user to change
their password at “4&
least every 31 days.

At the appropriate

time, thenetwork will warnyouthat
you password isabout to expireor
hasexpired and will requireyouto
enter anew password.

2. Minimum password agewill be 1
day. Thismeansthat your password
must beat |east oneday old before
the network will allow you to
changeit.

3. Password lengthmust beat least 8
charactersand no morethan 14.

4. Passwords must be alphanumeric
and/or contain special characters.
Thismeansthat al passwordsmust
contain at least three of thefollow-
ingfour options:

-Upper CaseLetters(A, B, C...2)
-Lower CaselLetters(a, b, c...2)
-Numerals(0,1,2,...9)

acters(=,+, 2,1, @, #, etc...).

For a password to comply with this
standard, aminimum of one character
from three of the four options listed
above must be included in the pass-
word. For example, bothABC123de
and @275emainst would bevaid pass-
wordsunder the new

policy.

1. Passwordsmust
beunique. Your new
password cannot be
the same as any of
your last eight pass-
words.

2. Strong pass-

words will be en-

forced. This means
that passwords may not contain
your e-mall nameor any part of your
full name.

3. Account Lockout will occur af-
ter 3 unsuccessful logon at-
tempts. Thismeansthat if anin-
correct password isentered three
times consecutively, your network
user account will belocked.

4. User Validation. Beforeanetwork
administrator will reset your pass-
word, the network administrator
will take certain stepsto validate
that the request to reset the pass-
wordislegitimateandisauthorized.

Please direct questionsto Technol-
ogy Resource Management Branch at
(502) 564-7510 or e-mail at CHS
Service Request. &(

“...promoting and safeguarding the health and wellness of all Kentuckians.”
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WSH Director Serveson Board of Southern
States Psychiatric Hospital Association

Western State Hospital Director Steve Wiggins has been elected to serve
assecretary on the board of the newly created Southern States Psychiatric
Hospital Association. Theboard iscomprised of 12 membersfrom Ken-
tucky, Tennessee, Georgia, Texas, Virginia, West Virginia, Alabama, Louis -
ana, Mississippi, North Carolina, South Carolinaand Florida.

The associ ation was established with assistance from the National Associa-
tion of State Mental Health Program Directors. Itwill assst member state
hospitalswith their mental health system mission by addressing issuesinvolv-
ing treatment, administration, standardsand systems. 1t also providesan
opportunity for membersto shareinformation and tackle commonissues. N(

KEAP Offers Screenings

The Personnel Cabinet wants
employeesto know about one
component of itsemployee benefits
package. TheKentucky Employee
Assistance Program hasmade avail-
ableon-line screeningsfor depression
and al cohol abuse. Depressionand
alcohol abuse can decreasean
employee' squality of life, andthefirst
stepto helpisawareness. The
Cabinet invitesemployeestotry the
screenings. Goto
www.mental hedthscreening.org/
screening/login.asp Thekeywordis

Kentucky.

Thescreeningsarea so availablevia
atoll-free phonenumber. Thetoll-free
number for the screeningsis 1-877-
769-5040.

TheKentucky EmployeeAssistance
Program continuesto provide state
government employeesand their
dependentswith assessment and
referral servicesfor al persond
problems. TheKentucky Employee
Assistance Program can bereached
at (502) 564-5788 or 1-800- &(

CHS Bookstore Notes

Samue B. Gregorio, Director of
the Laboratory Services, isasalf
taught artist who hasinterestsin
painting, woodworking, and writing
poemsand songs. Hispaintings
have been exhibited in the Philip-
pines, Hawaii, and Lexington, Ky.

Gregorio’'spaintingswill beon
display intheBarnes& Naoble
CafeinMay. Therewill alsobea
reception on Thursday, May 2nd at
7p.m.

And Gwen Mayes, executive
director of the Office of Women's
Physica and Menta Hedlth, will be
at Hawley Cookeon Shelbyville
RoadinLouisvilleon May 14from
7-8 p.m. to discusswomen’s
books as part of Women’sHealth
AwarenessMonth.

v

The Health Insurance Portability
and Accountability Act of 1996
(HIPAA) required Congress to pass
privacy legislation within threeyears
or default to regulations passed by the
Secretary of the Department of
Health and Human Services (HHS).
Congressfailed to passlegidation and
thus we have HIPAA privacy regula
tions. HIPAA regulations do not pre-
empt state laws that are more strin-
gent. Therefore, a health care

a1
HIOPS KNOW...

445-5327.

provider, health plan, or clearinghouse,
identified as a covered entity, may
have to operate under at least two sets
of laws; HIPAA regulations and the
privacy laws of their state.

HIPAA required HHS to develop
privacy principlesthat include bound-
aries for use, security, consumer
control, accountability, and public
responsibility. These principles
establish a context for understanding
the privacy regulations. Most covered
entities must comply by April 14,
2003.

Proposed changes to the privacy rule
were published in the Federal Register

in March. According to HHS, the
proposed modificationsare* designed
to ensure that protections for patient
privacy are implemented in a manner
that maximizes the effectiveness of
such protectionswhile not compromis-
ing either the availability or the quality
of medical care.” To learn more abouf
the regulation and proposed changes,
visit <http://www.hhs.gov/ocr/hipaal/>.
To learn more about the administrative
simplification provisionsof HIPAA and
view theregulation, visit <http://
aspe.hhs.gov/admnsimp/>.

Source: Federal Register: March
27, 2002 (Volume 67, Number 59)
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